U.S. Department of Energy Office of Science
Solicitation LAB01-01
National Collaboratories and High Performance Networks

Title of Proposed Project:
The Distributed Monitoring Framework (DMF)

Name of Laboratory: Lawrence Berkeley National Laboratory

Principal investigator: Brian L. Tierney

Position title of PI: Staff Scientist, Lawrence Berkeley National Laboratory
Mailing Address: 1 Cyclotron Rd. 50B-2239

Phone; 510/486-7381

FAX: 510/486-6363

Email: bltierney @l bl.gov

A proposal for the period October 1, 2001 — September 30, 2004

(Note: the orginal proposal was only funded at 50%, so this is a revised version that includes only the funded
components.)



Abstract

The goa of the Distributed Monitoring Framework is to improve end-to-end data throughput for data intensive
applications in a high-speed WAN environments, and to provide the ability to do performance analysis and fault
detection in a Grid computing environment. This monitoring framework will provide accurate, detailed, and adaptive
monitoring of all of distributed computing components, including the network. Analysis tools will be able to use this
monitoring data for real-time analysis, anomaly identification, and response. Services for network-aware applications
will use this monitoring infrastructure in order to provide past, present, and future predictions of the network conditions,
which the applications can then use to adapt their behavior. Applications such as widely distributed workflow
management systems can then use the DMF as a generalized real-time event service.

Access to timely and accurate performance monitoring data is critical for enabling high performance data intensive
computing. A example of an application area requiring this monitoring data is distributed data location management,
which uses host, network, and middleware monitoring data in order to select an optimal data replica. For several years
the Data Intensive Distributed Computing group has been working on tools for monitoring and analyzing distributed
system performance. These tools have proved to be very successful, enabling us to win the SC2000 Networking
Bandwidth Challenge with an application capable of using 1.5 Gb/s across a WAN. In particular our NetL ogger Toolkit
isvery popular, and is being used by many large projects, including Globus and the EU DataGrid.

Using common protocols and data formats we will unify our monitoring tools into a framework we call the Distributed
Monitoring Framework (DMF). This framework is composed of the following components:

¢ sensorsto monitor every aspect of the distributed system (networks, disks, hosts, applications and middlieware)

e asensor management system, to control the sensors

« anevent publishing and archiving system, to allow event consumers to locate current and past event data

« acommon set of protocols for exchanging and locating monitoring data

This program has the following research objectives:
« Integration and enhancement of existing monitoring tools and technologies into a Grid environment
« Development of non-intrusive methods for network capacity monitoring and estimation
« Determination of what network metrics are needed by network-aware DOE Science Grid applications

Deliverables from this work will include:
¢ Design, implementation, and evaluation of a scalable, fault tolerant monitoring and event infrastructure
¢ Deployment in PPDG, the EU DataGrid, and the DOE Science Grid projects



1.0 Proposal Narrative

1.1 Background and Significance

The next generation of high-speed networks will allow DOE scientists unprecedented levels of collaboration. A key
element of this collaboration will be transparent access to large data archives from anywhere on the network. During the
past few years the Data Intensive Distributed Computing (DIDC) Group at LBNL has been focused on techniques to
improve wide-area throughput for data intensive, or “Data Grid”, applications. To this end, we developed a number of
tools and services for instrumentation and monitoring. These include the NetLogger Toolkit, the Enable network
monitoring service, the Grid Monitoring Architecture (GMA), and others. These tools have proved to be very successful,
enabling a team from LBNL to win the IEEE Supercomputing 2000 Networking Bandwidth Challenge with an
application capable of using 1.5 Gb/s across a WAN.

The focus of this proposal is to extend our previous work on monitoring and instrumentation, better integrating it into a
Grid environment [13], and to determine what types of monitoring datais most useful to Data Grid middleware.

1.1.1 Distributed Monitoring Framework
This proposed project will develop and

deploy an integrated set of services that we
are caling the Distributed Monitoring @ @ @
Framework (DMF). The Distributed
Monitoring Framework is composed of the

following components, shown in Figurel. At
the lowest level there are severa types of

sensors to monitor every aspect of the
distributed system, including networks, disks,
hosts, applications, and middleware. At the
next level, a sensor management system
provides a secure mechanism for controlling

and managing the sensors. A common

Event Management System (GMA)

protocol for accessing the sensor data is Event Management System (GMA)
provided by the Grid Monitoring

Architecture (GMA) implementation layer. Sensor

The measurements provided by the sensors Manager

are grouped into “events’. Precision

instrumentation  of  applications  and

middleware will also be provided as events Application
by GMA. Clients of the DMF are consumers Sensors Sensors Sensors
of the monitoring event data. These include

such services as network tuning advice

services (e.g.: tell me what TCP buffer to use Figure 1. The Distributed Monitoring Framework

for a given link), and event visualization and

analysistools for debugging and performance tuning. Event data needs to be aggregated and stored for later analysis; this
function will be performed by a real-time event archive that acts as a DMF consumer, and can be, in turn, queried
through the GMA Producer interface. The GMA interface allows filters or archives to be layered on top of each other,
thus clients can use the same protocol to obtain data from producers at any level above the sensors themselves. For
example, clients such as Grid schedulers (sometimes called “ superschedulers’ [33]), can use monitoring data from either
the real-time archive or directly from the Sensor Management system, to determine the optimal combination of computer
and data resources to run agiven Grid job.

Many of the components of the DMF have already been prototyped or implemented by the DIDC Group. Each of these is
described in some detail below, but a brief summary is presented here. The NetLogger Toolkit [25] includes application
sensors, some system and network sensors, a powerful event visualization tool, and a simple event archive. The DIDC
“Network characterization Service” [28] has proven to be a very useful hop-by-hop network sensor. Our work on the
Global Grid Forum Grid Monitoring Architecture (GMA) addressed the event management system [39]. Our JAMM
(Java Agents for Monitoring Management) is preliminary work on sensor management [42]. The Enable project
produced a simple network tuning advice service [41].



Our proposed DMF will integrate and enhance these complementary components, and ensure they all scale for usein a
Grid environment. The GMA will be used to unify the various sensor output formats and publication mechanismsinto a
single, standardized view for the Grid. The GMA has proven to be an elegant concept, but it has yet to be tested in areal
Grid environment.

Large Grid projects such as the Particle Physics Data Grid, the EU DataGrid, and the DOE Science Grid will require such
as monitoring framework if they are to be successful. In particular, dataintensive Grid projects, such as the High Energy
Physics Grid projects, which will handle hundreds of terabytes of data, require efficient use of networking that can only
be provided by such a monitoring framework. We have been working closely with the EU DataGrid Project, and propose
to work with the PPDG and DOE Science Grid projects as well to deploy and test the DMF in these environments.

1.2 Proposal Overview

There are three main components to this proposal. The first component is the Distributed Monitoring Framework, a
comprehensive framework generating, publishing, and archiving monitor event data for Grid applications and
middleware. The second component is the integration of these components into Grid projects such as PPDG, EU
DataGrid, and the DOE Science Grid.

1.2.1 Distributed Monitoring Framework

Our planned work with the DMF will consist of integrating and extending an existing set of complementary components,
followed by evaluation, testing and refinement. A key role of the DMF will be to provide a unifying view to awide range
of sensor data, from network to host to application. Standard event descriptions, data formats, and publish/subscribe APIs
and protocols are al required. The main components of the DMF are instrumentation, sensors, sensor management,
event publication, and event archiving.

Instrumentation

The ability to do precision, real-time instrumentation of Grid applications and middleware is essential to the process of
developing high performance data intensive applications. DMF will include tools to make it easy to non-intrusively add
instrumentation to Grid middleware, and to publish this event data in a standard manner. Our previous work on the
NetLogger Toolkit will provide the basis for this component.

Sensors

Network and host sensors, combined with instrumented applications, allow one to do end-to-end performance analysis.
The DMF will define standard schemas and publication mechanisms for this sensor data. In particular, we will focus on
network sensors. Based on our work on the “Network Characterization Service”, described below, the DMF will include
a non-intrusive network sensors capable of hop-by-hop network analysis. There are plenty of existing host sensors
available, and a subset of these will be integrated into the DMF. Other network monitoring work such as the Net100
project [24], and the SciDAC “Self Configuring Network Monitor” project [32], whose goal is to design and deploy a
passive monitoring infrastructure, will also be integrated.

Sensor Management System

As distributed systems become bigger and more complex, there are more pieces to monitor and manage. Some
components will require constant monitoring, while others will only be monitored on demand. The sensors themselves
need to be automatically installed, updated, and removed. We are developing a Sensor Management System to securely
control the distribution and execution of monitoring sensorsin a distributed/Grid environment.

Event Publication

To handle the potentially huge amounts of sensor event data requires a flexible, highly scalable event publication and
subscription service. The Grid Monitoring Architecture (GMA), described below, is designed for this purpose. Several
GMA implementation have started to appear, but so far these are largely untested. We propose to deploy GMA in the
DOE Science Grid and other testbeds to determine the scalability and interoperability of the GMA. In addition, a great
deal of work remains to define standard event schemas and event dictionaries for the GMA. We also plan to explore the
use of GMA as a generalized event handling system for Grid environments.

Event Archives



The ahility to archive event datais critical for performance analysis and tuning, as well as for accounting purposes. The
archive must be extremely high performance and scalable to ensure that it does not become a bottleneck. The GMA
defines an archive to be a special type of consumer, aswell as a producer, but this model has not yet been implemented or
tested. We propose to extend the simple NetLogger mySQL-based archive, integrating it into GMA, and designing a
query interface for the archive.

1.2.2 Clientsof the DMF
To validate the DMF approach, we propose to design and develop two Grid services that depend on the DMF.
Network Advice Service

Making sense out of network sensor data typically requires a great deal of network expertise. We have previously
developed a network advice service, called Enable (described below), that makes it easy for application developers to
obtain access to the network sensor data that is most useful to them, without becoming a network expert. We propose to
use Enable as a test client for the DMF, consuming network event data from GMA using standard event formats, and
logging all Enable results to the DMF archive.

1.2.3 Integration with other Grid Projects

In order for Grid projects such as PPDG, the EU DataGrid, and the DOE Science Grid to be successful, there must exist
a flexible, scalable, monitoring framework that provide standard APIs and protocols. Currently most Grid application
projects are using the Globus Metadata Directory Service (MDS) [12] to provide monitoring capabilities. However MDS
was designed for relatively static data, such as host operating system or memory size, and only later was it extended for
dynamic monitoring information. We believe the GMA model, which was designed primarily for highly dynamic
environments, is much better suited to form the basis of a monitoring framework. Also, MDS uses LDAP for it’s protocol

and API, while GMA is using XML, providing many additional options for leveraging existing and future web services.

We currently have very close ties with the EU DataGrid project, and will work with them to define requirements for the
DMF, and to test DMF components in this environment. We propose to work with the PPDG and DOE Science Grid
projects aswell, and deploy and test the DMF for use by these projects. Another important role we will play isto attempt
to insure interoperability between the US and EU Grid project’s monitoring systems.

1.2.4 Experience and Competence

The LBNL Distributed Systems Department has a great deal of experience in building and tuning data-intensive,
wide-area distributed applications. The NetLogger Toolkit, described below, was developed in order to tune and debug
distributed applications, has been used extensively in several high-speed networking applications, including the DPSS
[40], Radiance, BaBAR [38], Visapult [2], and GridFTP [20]. This experience has made us highly aware of functionality
gaps in the currently available monitoring facilities, and the difficulties of getting the applications and the operating
systemsto fully utilize high-bandwidth network links.

At the Supercomputing 2000 conference an LBNL team received the “ Fastest and Fattest” Network Challenge award for
the application that best utilized the wide-area network. The application was a remote data visualization application
called Visapult [2], which used a peak rate of 1.5 Ghits/second, and a sustained data rate of 680Mbps. This performance
was the result of a great deal of hand tuning of the SC2000 network. Visapult transforms data from a simulation using
parallel compute nodes and transmits the transformed datain parallel over the network for rendering. The dataset, 80 GB
in size, was stored at LBNL and the compute cluster, an 8-processor SGI Origin with 4 Gigabit Ethernet interfaces, was
in Dallas, TX. Parallel reading of large datasets stored at a distant location is common in high-energy physics (HEP)
applications.

LBNL has also been heavily involved in the Global Grid Forum (GGF) [14] and, of particular interest here, the GF
Performance Working Group. LBNL co-authored the white paper for a monitoring data architecture called the Grid
Monitoring Architecture (GMA) [39]. Through our GGF work we have developed a thorough knowledge of the issues
involved in designing and a distributed monitoring system. The GMA design was heavily influenced by our experiences
developing a system called Java Agents for Monitoring and Management (JAMM) [42].

1.3 Préiminary Studies

The components for the Distributed Monitoring Framework are based on the following past DIDC projects: NetLogger,
Enable, GMA, JAMM, and NCSD. We now describe each of these.



1.3.1 NetLogger Toolkit

The LBNL NetLogger Toolkit [25] is designed to monitor, under actual operating conditions, the behavior of all the
elements of the application-to-application communication path in order to determine exactly where time is spent within a
complex system. Our experience has shown that often distributed application developers blame the network for their
performance problems, when in fact the problem is application design. Often better pipelining of 1/O and computation by
the application will lead to dramatically increased performance.

Using NetLogger, distributed application components are modified to produce timestamped logs of “interesting” events
at al the critical points of the distributed system. The events are correlated with the system's behavior in order to
characterize the performance of all aspects of the system and network in detail.

All the tools in the NetLogger Toolkit share a common log format, and assume the existence of accurate and
synchronized system clocks. The NetLogger Toolkit itself consists of four components: an API and library of functions
to simplify the generation of application-level event logs, a set of tools for collecting and sorting log files, an event
archive system, and atool for visualization and analysis of the log files. In order to instrument an application to produce
event logs, the application developer inserts calls to the NetLogger API at all the critical pointsin the code, then links the
application with the NetLogger library.
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1.3.2 Grid Monitoring Architecture (GMA)

Large distributed systems such as Computational and Data Grids require a substantial amount of monitoring data be
collected for a variety of tasks such as fault detection, performance analysis, performance tuning, performance
prediction, and scheduling. A Grid monitoring system is differentiated from a general monitoring system in that it must
be scalable across wide-area networks, and include a wide range of heterogeneous resources. It must also be integrated
with other Grid middleware in terms of naming and security issues. The DIDC group hasled a Global Grid Forum (GGF)
effort to defined a highly scalable Grid Monitoring Architecture, or GMA. The GGF Performance Working Group is also
working to standardize the protocols and architectures for the management of a wide range of Grid monitoring
information, including network monitoring.

In some models, such as the CORBA Event Service [6], all communication flows through a central component, which
represents a potential bottleneck. In contrast, GMA performance monitoring event data travels directly from the
producers of the data to the consumers of the data. In this way, individual producer/consumer pairs can do “impedance
matching” based on negotiated requirements, and the amount of data flowing through the system can be controlled in a



precise and localized fashion. The design also allows for replication and reduction of event data at intermediate
components acting as caches or filters.

Terminology

The monitoring data that the GMA is designed to handle are timestamped events. An event is a named structure that may
contain one or more items of data that relate to one or more resources such as memory usage or network usage, or
application-specific types of data like the amount of time it took to multiply two matrices. The producer (shown in
Figure?) is the component that makes the event data available. A consumer is any process that requests or accepts event
data. A directory serviceis used to publish what event data is available and which producer to contact to request it.

The GMA architecture supports both a publish/subscribe model and a query/response model. In the first case, event data
is streamed over a “channel” that is established with an initial request. For query/response, one item of event data is
returned per request, similar to aremote procedure call (RPC).

By defining three interfaces -- the consumer to producer interface, the consumer to directory service interface, and the
producer to directory service interface -- diverse Grid monitoring services can interoperate.

The directory service contains only metadata about the
performance events, and a mapping to their associated
producers or consumers. In order to deliver high volumes of
data an scale to many producers and consumers, the
directory service is not responsible for the storage of event
dataitself.

A consumer is any program that requests and/or receives
event data from a producer. In order to find a producer that event
provides desired events, the consumer can search the data
directory service. A consumer which passively accepts

event publication
information

Directory
Service

event data from a producer may register itself, and what event publication
eventsit iswilling to accept, in the directory service. AR UEET Information

A producer is an program that responds to consumer

requests and/or sends event data to a consumer. A producer

that accepts requests for event data will register itself and Figure 2: Grid Monitoring Architecture
the eventsit iswilling to provide in the directory service. In Components

order to find a consumer that will accept events that it
wishesto send, a producer can search the directory service.

There may be components that are both consumers and producers, called “consumer/producer pipes’. For example a
consumer might collect event data from several producers, and then use that data to generate a new derived event data
type, which is then made available to other consumers, as shown in Figure3. More elaborate filtering, forwarding, and
caching behaviors could be implemented by connecting multiple consumer/producer pipes.



GMA has proven to be an elegant design, and several group are
currently working on GMA implementations. However a great deal
of work remains to be done. This work is outlined in section 1.5.1
below.

1.3.3 Enable Network Monitoring Service

There exists a large body of work showing that good network
performance can be achieved using the proper tuning techniques. Producer Interface
The most important technique is the use of the optimal TCP buffer
size, and techniques for determining the optimal value for the TCP

event data

Monitoring Service X

buffer size are described in [44]. Another important technique is to Consumer Interface
use parallel sockets, as described in [35]. However, determining the /—\
correct tuning parameters can be quite difficult, especially for users

or developers who are not network experts. The optimal TCP buffer
size and number of parallel streams are different for every network
path, vary over time, and vary depending on the configuration of
the end hosts. There are severa tools that help determine these  Figure 3: GMA Consumer/Producer Pipes
values, such as iperf [19], pchar [27], and pipechar [18], but hone

of these include aclient API, and all require some level of network

expertise to use. Other groups are addressing this problem at the kernel level, such as the web100 project [45], Linux 2.4
[21], and others[11].

The DIDC group has designed and developed a service which provides clients with the correct tuning parameters for a
given network path. We call this service Enable, because it enables applications to optimize their use of the network and
achieve the highest possible throughput. The goal of the Enable service is to eliminate what has been called the wizard
gap [22]. The wizard gap is the difference between the network performance that a network “wizard” can achieve by
doing the proper tuning, compared to the performance of an untuned application. The Enable service can act as that
wizard.

producer producer

From the application developer's perspective, Enable
provides advice on the correct tuning parameters without
requiring knowledge about how these are obtained. Thus,
the selected algorithms and tools for computing these
parameters can be changed transparently to the
application. The network tuning parameters that the
Enable service is initially concentrating on are those
required by large bulk data transfer applications, such as

the various “ Data Grid” [4] projects. =0 Data server
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pipechar, pchar, iperf
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Enable

Client Host t
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of all tests from the server host to
allits clients.

to the wide-area network (e.g.: an FTP or HTTP server). (eg. FTP) = e sty
. . . . Data Server Host

The Enable service is then configured to monitor the

network links to a set of client hosts from the perspective Figure 4: Enable Service Architecture

of that data server. Network monitoring results are stored

in a database, and can be queried by network-aware distributed components at any time. The Enable service runs the

network tests on some pre-configured time interval, e.g., every 6 hours or whenever a new client connects. Enable

includes a simple client API that makes querying the Enable Servers trivial for application developers. A sample

deployment of Enableis shown in Figure4.

1.3.4 Network Characterization Service (pipechar and ncsd)

Grid middleware needs an accurate estimate of network bandwidth in order to perform a number of tasks, including
network tuning, query optimization, scheduling, job execution time estimation, replica selection, and so on. Additionally,
hop-by-hop network analysis is increasingly critical to network troubleshooting on the rapidly growing Internet. The
Network Characterization Service (NCS) provides the ability find bottleneck hops and to diagnose and troubleshoot
networks hop-by-hop in an easy and timely fashion.



The tool pipechar [28], developed by the DIDC group, is used for characterization of network problems via hop-by-hop
bandwidth measurement. Unlike tools such as iperfand ttcp, pipechar makes all its measurements by sending packets
from a single host, a technique called “sender-only” bandwidth measurement. This means that you only need alogin on
one end of a connection to test the end-to-end bandwidth. There are other tools that employ this method, including pchar
[27]. However, whereas pchar may take 30-40 minutes to measure atypical WAN paths, pipechar usually takes on the
order of a few minutes. More importantly, pipechar is unique among sender-only tools in its ability to measure
high-speed links (other tools are limited to about 100Mby/s).

An additional advantage of the methods used by pipechar is that the test itself uses only a small amount of a high-speed
network’s bandwidth, thus unlike active bandwidth tests such as iperf, pipechar will not strongly interfere with actual
application traffic. For example, recent testing from CERN to LBNL shows that to achieve good average throughput
result fromiperf requires a 10 minute test, which would clearly be intrusive to other applications running at the time.

While pipechar is a command-line tool, it was designed to be used in conjunction with LBNL’s Network
Characterization Service (NCS) [18]. In order to reduce redundant testing from the same subnet or through the same
bottleneck router, the Network Characterization Service has been developed to stores bandwidth measurements made
with pipechar and responds to bandwidth queries with cached results of each hop in the path, minimizing the amount of
testing necessary to keep an up-to-date view of network performance.

To be useful with the Distributed Monitoring Framework, schemas for NCS results must be designed, and NCS must be
modified to support the GMA producer interface.

1.3.5 Java Agentsfor Monitoring and M anagement

In complex distributed systems, installing sensors, configuring these sensors to send their data to interested parties, and
dynamically starting and stopping monitoring based on system activity is a difficult task for a single administrator. In the
Grid environment, which by its nature crosses administrative domains, these tasks must be automated. The DIDC group
developed a system called Java Agents for Monitoring and Management (JAMM) to address these problems. The JAMM
architecture, includes a distributed set of components which collect and publish monitoring data about computer systems.
Clients may either control the execution of sensors, or they may receive the events from one or more sensors. The
similarity between JAMM and the GMA architecture is strong because the design principles used for JAMM were a key
input to the design of the GMA.

In addition to alowing centralized control of sensors using a Java GUI, JAMM also has a component called the
portmonitor, that can be configured to start and stop sensor activity automatically based on port activity on a host.
Because distributed applications often use pre-defined ports or network services, this has proved a very useful
mechanism for providing automatic and fine-grained control of application monitoring.

1.4 Other Related Projects

There are many projects related to one of more of the DMF components, however we believe there are no projects that
integrate all of the components into a single framework. Some of the more important related projects are the Network
Weather Service [46], Remos [7], Pablo [31], CODE [36], and the Globus MDS [12]. Each of these projects uses its own
protocols and architecture, so therefore they cannot interoperate without amediating layer. One of our goals for the DMF
is to provide a Global Grid Forum standard interface to facilitate integrating diverse systems such as those just
mentioned.

In addition, our experience with high volumes of event data from NetLogger application instrumentation has led us to
design our systems to scale well to hundreds or thousands of event per second, whereas many monitoring systems such as
the Globus MDS and Pablo from UIUC, are designed to handle a relatively small amount of monitoring data. The
monitoring framework we are devel oping, based on NetLogger and GMA, isuniquein its ability to handle large volumes
of monitoring data without affecting application performance.

Another related system is the Network Weather Service (NWS). NWS includes a nice framework for collecting and
publishing sensor event data, and NW'S designers contributed to the GMA design. However, our experiments have found
NWS network sensor data to be quite inaccurate at predicting performance of Data Grid applications. We have much
more expertise in TCP bulk data transfer issues, and we are confident that our network sensors will be much more useful
to Data Grid applications.



1.5 Research Design and M ethods

This section provides a description of the research, design and development of the main elements of the project. These
are described from the “bottom up”, that is from the measurements through the common protocols up to the event
archival system.

1.5.1 Distributed Monitoring Framework

Instrumentation

The NetLogger Toolkit, described above, allows the devel oper to easily instrument a distributed application. However, in
order to provide this instrumentation datato a GMA consumer, the data needs to be described in as GMA “events’. We
will accomplish this within the DMF by first implementing a translation layer on the event archiver, that can accept
NetLogger data and store them as GMA events. At the same time, we will lead Global Grid Forum efforts to standardize
an efficient (binary) format for GMA event data, and then implement this format as one of the output formats for the
NetLogger Toolkit.

Sensors

There are many system and network sensors in existence today. We propose to identify a useful subset of these, and
define “events’” which describe their measurements, so that the Sensor Management System can publish their resultsto a
Grid. In coordination with members of the Global Grid Forum, we are working on the following sub-tasks:

* determining the precision and accuracy of the sensor

¢ determining the usefulness of the sensor datato Grid middlieware

¢ defining the event schema for the sensors

In particular, we will be focusing on network sensors. We are co-leading the new GGF “Network Measurements
Working Group” [16], whose charter is to determine which network metrics are of use to Grid middleware and
applications.

Sensor Management

The sensors and system probes which actively or passively measure the computing, storage, network, and application
resources, must be securely and automatically distributed, updated, and controlled. In addition, the management system
must be extremely fault-tolerant so that it does not fail under precisely the types of conditionsit is trying to help debug.
The Sensor Management system will build on work aready done for JAMM, but will be refocused on the management of
the sensors themselves. Thus, development of the Sensor Management System will focus on developing several
components: an authentication and authorization component for sensor control, an internal “sensor status’ system that
can be configured to report problems and/or automatically restart failed sensors, and a “sensor repository” that allows
secure distributed updates of scripts and binaries. In addition, Sensor Management will include tools to automatically
trigger more monitoring when certain criteria are met, such as high traffic loads, high loss rates, or activity by specific
applications. The use of the Globus job manager and Condor-G for starting and monitoring sensors will be explored.

Grid Monitoring Architecture (GMA)

The DIDC group has been designing an implementation of the GMA architecture called py-GMA, so named because it
uses a high-level scripting language called Python. The design goals for this project are to provide a small, lightweight
implementation that is efficient enough to handle thousands of events per second, as from application instrumentation,
yet which can be easily deployed and run on heterogeneous platforms.

The py-GMA will support all the base functionality of the GMA, using the cross-platform Simple Object Access
Protocol (SOAP) to communicate between the producer, consumer, and directory service components. The recently
developed extensions to SOAP, which provide the security functionality of the Grid Security Infrastructure (GSlI), will be
used to provide authentication of requests. A significant advantage to the use of SOAP is the potential for integration
with Web Services technologies such as WSDL and UDDI; where appropriate, these technol ogies can be used to provide
monitoring data through Web-based Grid “portals’, which are becoming an increasingly important interface for
distributed scientific applications.

The py-GMA data“channel” for the publish/subscribe communication of events between the producer and consumer will
use one of several formats native to NetLogger, including a highly efficient binary format and a highly readable text
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format. For interoperability with Grid systems, the published Simple XML Producer/Consumer event format will also be
available.

Thiswork includes the following research topics:
¢ Event caching: Applications will be interested in asmall subset of the data. Cache services should be written
which can hold “recent” data. More intelligence can be added to the caches to perform higher level services such
as data reduction and filtering.
e Dataformat: A simple XML format has been proposed by the Grid Forum and is being implemented. Because
XML isslow, not all needs will be fulfilled by this. Therefore a binary format will need to be devel oped.

* Security: Access control and authentication must be applied in a consistent way as a part of the GMA protocol, so
that along each step of the way, the Directory Service, the Producer, or the Consumer (or Archiver), can be
authenticated to and access control can be provided on the data. Grid security mechanisms such as the Globus GS|
will beintegrated.

Event Archive

An archival system can either be a consumer of performance event data, providing a repository for performance data, or
a producer, providing the consumer with the requested event data. The archive will provide the ability to correlate data
over alarge time period and across levels of the network infrastructure. Standard protocols for querying the archive will
be developed in cooperation with the Grid Forum Performance working group. [15]

As aconsumer, the archive will receive events from one or more sensors, instrumented application components, or other
Grid programs implementing the GMA producer interface. As a producer, the archive will process queries on the
archived events and transparently access either real-time data or data from a database. Both the producer and consumer
interfaces of the archive will advertise which events they provide or accept in a GMA directory service. The client can
then search the directory service to find which archives contain the desired event data.

A diagram of the architecture is shown in Figure 5. Note that although in the diagram there is a 1:1 mapping between
archives and GMA producers, the architecture allows more than one producer per archive and/or more than one archive
per producer (i.e., an N:M mapping). Before discussing each component in detail, we will first step through a simple
use-case of the architecture.

5. subscribe

| consumer
/ client

5. subscribe

6. events 6. events

GMA Producer
-

e\.GMA Consumer

4. lookup 1. advertise

1. advertise
1. advertisb 1. advertis

3. send events . .
Directory Service 3 sendevents

/

— 2. lookup =
GMA GMA
Producer Producer

Sensor
Management
System

Instrumented

| X N application

sensor sensor sensor

Figure 5: Event Archive
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Archive Use-case

The use-case of a client querying the archive is illustrated below, with the numbers corresponding to annotations in

Figure5.

1. Thearchives advertise the events they will accept, and from which set of producers, in the directory service. In this
way, archives can pick which producers will “discover” them when the producers ook for a consumer of their data
(see step #2). They also advertise which set of events that they will provide to the consumer.

2. The GMA producer looksin the directory serviceto find aconsumer (archive) that will accept its events. It then con-
nects to the consumer interface of the archive; inthe GMA, thisis called a“producer-initiated subscribe”.

3. Each producer starts sending its events to the appropriate archive.

4. The client wishing to do a query uses the directory service to locate the appropriate archives (which registered as a
producer of those types of eventsin step #1).

5. Theclient queries, by using a parameterized “subscribe”, the archives for events

6. The events are returned to the client from each archive in a stream.

Note that, 1) the directory service is not necessarily a single process but could be a hierarchy of meta-directory servers,
and, 2) access control mechanisms are designed for al of these interfaces.

Archive Queries

We anticipate that most of the queries, at least initially, that would be asked of the system will have complexity similar to
the query: “Retrieve events named (TCP_Connect) with parameters (source=*, dest=131.243.2) in time-range
(1-Feb-2001 .. 6-Feb-2001).” This would search the archive for TCP connection requests from anywhere to the
131.243.2 subnet in a 5-day period.

Using the GMA protocols, the consumer would make this query by passing a filter as part of the subscribe request.
Implementing this filter efficiently is an important area for research. Another area for research is the issue of querying
multiple distributed archives. The obvious method is to simply construct a query that applies to the entire dataset and
send it to each archive. This would work, but it is likely that it is more efficient to subdivide the query using information
from the directory service. For example, if there are many different events desired, from several different subnets, but
each archive advertises only one or two events and a few associated hosts, subdividing the query could dramatically
reduce search time. Aggregation of the results can occur by simply “fanning out” the query to all the archives and
combining the results in memory or on disk as they are returned. This may be perfectly adequate for the simple case
when the archives hold non-overlapping data and the sequence of the returned data is not crucial. However, if either of
those two conditions do not hold, a component will need to be developed which can perform a sort and join of incoming
information.

1.6 Relationship to other projects

We plan to leverage our tiesto several large “Data Grid” [4] projects to provide arealistic test environment for the tools
and techniques developed in this proposal. These projects include he Particle Physics Data Grid [29], GriPhyN [17], the
EU DataGrid [10], and the Earth Systems Grid [9]. These projects all require the efficient transfer of very large scientific
data files across the network, and would all benefit from the work described here. We will also work closely with the
SciDAC “DOE Science Grid” project, led by William Johnston, LBNL. This project proposes creating a multi-laboratory
Collaboratory Pilot aimed at integrating, deploying, and supporting the persistent services needed for a scalable, robust,
high-performance DOE Science Grid, thus creating the underpinnings for a DOE Science Grid Collaboratory Software
Environment.

We will use our experience and expertise in tuning high-performance distributed applications to validate the techniques
from this proposal. We also have close ties to ESNet, NTON [23], and SuperNet [37] networks, and will work with each
of them to deploy these new network monitoring tools and services in each of these environments. This provides us with
a very unique and important test environment for our research, and allows us to validate the utility of these tools and
servicesin areal network environment.

We also plan to work closely with Arie Shoshani’s Data Management Group at LBNL and to integrate DMF with their
Storage Resource Manager (SRM). SRM includes an “estimation” API to provide clients with an estimate of how long it
will take to copy a given file to the SRM. The DMF will provide the data to make this possible. This proposed work is
part of the NERSC data intensive computing strategy, and is striving to coordinate the research being done in the
Distributed Computing Department with other parts of NERSC. The goal of this is to build a computing architecture
capable of handling the data intensive computing needs of users at NERSC in the yearsto come.
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We are also part of the new “Self Configuring Network Monitor” and “Net100” projects. Both of these projects will
provide valuable sources of network monitoring data, which can be published viathe DMF. The Net100 project will also
provide additional datain the form of operating system sensor data that can be closely coupled to application data.

These DMF will be integrated with the Globus Toolkit to become a standard Grid service, able to be used by any Globus
client. We are working with Grid application developers to instrument their applications with NetL ogger monitoring, and
to make these applications network-aware using the DM F services.

We are very involved with the Global Grid Forum community, in particular we have been leading the “Grid
Performance” working group, and have written or co-written a number of documentsin this area.
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1.7 Milestones

Year 1:

DMF

e completion of first GMA implementation

* binary NetLogger format for increased performance, and SOAP over GSI extensions to NetL ogger
« event data archive system capable of handling large volumes of monitoring data

« integration of netarchd archiver and GMA

« development of web front end to event archive

¢ sensor management design and implementation

« continued GGF |leadership role on defining GMA protocol and API standards

» continued GGF leadership role on defining network monitoring metrics for the Grid

Grid Project Integration

¢ work with PPDG and other Grid projects to define requirements for DMF

¢ deploy initial DMF on PPDG and DOE Science Grid testbeds

¢ help Grid application and middleware developers use NetLogger for performance analyses

Year 2:

DMF

¢ integration of DMF with Net100 sensors

¢ integration of DMF with Self Configuring Network Monitoring infrastructure

¢ design and implement Sensor repository component of Sensor Manager

¢ begin exploration on the use of GMA as a generalized event handling system for Grid environments.
¢ determine scalability limitationsto GMA and the event archive

¢ continued GGF leadership role on defining GMA protocol and API standards

¢ continued GGF leadership role on defining Network metrics for the Grid

Grid Project I ntegration
¢ deploy initial DMF on PPDG and DOE Science Grid testbeds
e continue to help Grid application and middleware devel opers use DMF/NetLogger for performance analyses

Year 3:

DMF

¢ design and implement event archive filtering

e research distributed querying of multiple event archives

e research caching / performance improvement strategies for the GMA

e design and implement event filters for GMA

e continued GGF leadership role on defining Network metrics for the Grid

Grid Project Integration
e assistin deployment of DMF componentsin several Grid projects
e continue to help Grid application and middieware devel opers use DMF/NetLogger for performance analyses
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